
Unveiling OWASP MASVS 
Vulnerabilities by Industry

NowSecure benchmark analysis shows 
how mobile app security and privacy 
compare across key vertical segments.

NowSecure mobile application security testing shows 

a whopping 95% of mobile apps across industries fail 

at least one OWASP Mobile 

Application Security Standard 

Verification (MASVS) 
category. These security 

issues place most 

Android and iOS apps at 

risk of breaches and 

privacy leaks that can 

harm the business.

Examining NowSecure MobileRiskTracker benchmark 

analysis by industry shows some surprising results. 

Mobile apps from sensitive, highly regulated sectors 

such as finance and healthcare don’t necessarily offer 
the strongest security. 

NowSecure mobile application security testing 

reveals MASVS-NETWORK, MASVS-PLATFORM 

and MASVS-CODE account for the greatest failure 

rates overall. 

But that only tells part of the story and 

segments reveal more vulnerabilities than 

others.  We sought to show where 

mobile apps in several key industries 

shine and where they come up short.

Finance App Failure Rates by 

OWASP MASVS Category

NowSecure benchmark analysis shows that 

industries encounter challenges in building 

secure mobile apps that protect privacy, making 

mobile application security testing essential. 

Visit the NowSecure MobileRiskTracker to see 

industry-specific mobile application security, privacy 
and compliance risks and learn more about standard security 

requirements in our OWASP-MASVS benchmark report. And 

finally, get a free mobile app security assessment to find out 
where to get started in strengthening mobile AppSec.

Find and Fix Mobile 
AppSec Vulnerabilities
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Healthcare App Failure Rates by 

OWASP MASVS Category

High Tech App Failure Rates by 

OWASP MASVS Category

Public-Sector App Failure Rates 

by OWASP MASVS Category

Retail App Failure Rates by 

OWASP MASVS Category

95%
of mobile apps 
fail 1+ OWASP 
MASVS checks

App Failure Rates by OWASP MASVS Category, All Industries

OWASP MASVS Category
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Finance apps 
outperform 

other industries 
in this category.

Code quality 
presents the 

greatest MASVS 
challenge to this 

industry.

Sector fares 
slightly worse 

than the overall 
benchmark in 

Platform testing.
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 Insecure network 
connections 

presented the 
greatest weakness 
for this category.

Healthcare apps 
excel in resilience 
compared to other 

industries.

Apps fared 
poorly in 

securing local 
storage.
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High tech did 
well in app 
resilience.

Apps 
outperformed 

other industries 
in this category.

 This area 
challenged 

high-tech app 
developers.
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Government apps 
stood up best to crypto 

and storage testing. 

Government apps performed much worse than 
other industries in the categories of Network, 

Platform and Resilience.
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 While retail had 
few high points, 

apps fared 
reasonably well 

in resilience.

Apps performed 
poorly in these 
MASVS areas.

Retail apps failed 
this category 

more than any 
other industry.
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INFOGRAPHIC

Widespread MASVS Failures Across Industries

Industry

Percentage 
of apps 

that fail 1+ 
MASVS 

category

94% 95%93%91%

99%

https://www.nowsecure.com/solutions/by-need/mobile-app-security-testing/
https://mobilerisktracker.nowsecure.com/
https://www.nowsecure.com/resources/nowsecure-ms/owasp-masvs-benchmark-report?x=9z-j5n&pflpid=10536
https://info.nowsecure.com/on-demand-continuous-mobile-appsec-testing.html

