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About

A North American 

financial technology 
services provider builds 
white-label mobile 
banking apps that fuel 
the success of financial 
institutions and enhance 

the financial health of 
millions of users across 
the continent. 

Executive Summary

As reliance on digital banking skyrocketed during the pandemic, business quickly grew for a 

financial technology provider that creates white-label mobile apps for banks to brand as their own 
and offer to customers. 

NowSecure Platform automated mobile appsec testing software and expert full-scope penetration 

testing services deliver the following benefits to the tech services provider: 

• Shrinks security testing time from at least two weeks to less than a day to remove  
release blockers

• Empowers developers with fast feedback loops by integrating into the DevSecOps pipeline
• Ensures peace of mind that sensitive mobile apps are secure 

The Story
A financial technology services company had a problem. Lengthy mobile application security 
testing turnaround times of at least two weeks often prevented its mobile app development teams 
from hitting their release dates. In turn, that delayed its clients from rolling out key mobile banking 

app enhancements to millions of customers. 

 Not only did it take too long for the company’s legacy static application security testing (SAST) 

vendor to return results, but often the security team would submit a mobile app build then wait a 
week and a half before receiving notification that the scan failed to complete. So much time was 
lost and they’d need to start the testing process over which further delayed releases. “It was really 
painful and blocking us in many different ways,” lamented the application security architect.

In addition to impacting the business, the technical difficulties with testing and ensuing release 
delays created friction with the Android and iOS dev teams and damaged the security team’s 

“NowSecure mobile appsec testing frees up my time and gives  
me peace of mind.”  
 — Application Security Architect

Fintech Provider Builds 
Innovative Mobile Banking Apps
NowSecure mobile application security  

testing solutions transform the company’s  

security team from a blocker to an enabler.

https://www.nowsecure.com/products/nowsecure-platform/
https://www.nowsecure.com/products/nowsecure-mobile-app-penetration-testing-services/
https://www.nowsecure.com/products/nowsecure-mobile-app-penetration-testing-services/
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NowSecure offers a comprehensive suite of automated mobile app security and privacy testing solutions, penetration testing and 
training services to reduce risk. Trusted by many of the world’s most demanding organizations, NowSecure protects millions of app 
users across banking, insurance, high tech, retail, healthcare, government, IoT and others. As the recognized expert in mobile app 
security, the company was recently named a mobile security testing leader by IDC, a DevSecOps transformational leader by Gartner, a 
Deloitte Technology Fast 500 winner and a TAG Distinguished Vendor.

credibility. “It’s bad enough when you come back with a report 
full of security bugs for them to fix, but even worse when you 
block the release because our security scan didn’t work,” he 

explained. “Everybody freaks out.” 

As an additional safeguard, the fintech company also requires 
manual penetration testing periodically or whenever it makes 
major changes to its app. While providing deeper security 
coverage, delays in the process also concerned its teams. 
Ultimately these AppSec obstacles hampered efforts to build a 

partnership between security and dev teams while instilling a 
security culture throughout the business. 

Selecting NowSecure  

Software and Services 
In 2020, the security team began investigating mobile dynamic 
application security testing (DAST) solutions to replace a 
legacy SAST tool and a professional contact recommended 

NowSecure solutions. “He said NowSecure was great and 
we should give it a try,” the application security architect 
said. Already familiar with the popular Frida and Radare 

open-source tools that NowSecure researchers created, he 
approached NowSecure to learn more. 

After listening to the mobile appsec testing issues the 

fintech company endured with its legacy SAST tool and 
the future direction of its DevSecOps program, NowSecure 
recommended a combination of automated software and 

services to reduce and manage risk in a heavily regulated 
industry. NowSecure Platform integrates directly into the 

software development lifecycle toolchain and provides fast, 
continuous SAST/DAST/IAST and API security testing of 
its iOS and Android apps, including split APKs. In addition, 
NowSecure Services’ expert security analysts provide full-

scope penetration testing for mobile app security, privacy and 
compliance vulnerabilities, partnering with the company to 
assist in understanding and resolving its issues.  

Fintech Company Now  

Moves Faster
Today, the fintech business uses NowSecure Platform to 
quickly test its mobile apps in the build process in less than 

a day. In addition to enjoying dramatic performance gains 

compared to the previous two-week process, security is no 
longer a blocker. Fast feedback loops, developer-friendly 
findings and remediation instructions help the DevSecOps 
team resolve defects earlier in the SDLC. 

“I submitted a test not long ago for an app release tomorrow 
and am confident that I will get it completed on time,” the 
architect said. “NowSecure mobile appsec testing frees up my 
time and gives me peace of mind.” 

In addition, the application security architect has complete 

confidence in the experience and expertise of the NowSecure 
Services mobile app penetration testing team. “I liked that 
your analyst joined our Slack group to provide our internal 
team with a direct line of communication,” he said. “The 
turnaround time on the pen test was really quick, too.” Finally, 

the company benefited by the high-quality support that 
NowSecure provided tuned to meet its needs. 

Next in the Mobile  

DevSecOps Evolution
The fintech company currently runs NowSecure Platform on 
demand by manually uploading app binaries due to some of 

the complexities of its Jenkins pipeline. An application security 

analyst reviews the report of findings and copies the relevant 
details into Jira for the Android or iOS dev team to address. 

However, the next step is to fully integrate NowSecure Platform 
into the SDLC toolchain. Continuous security testing of each 
mobile app build will enable developers to find and fix bugs 
earlier in the process, releasing higher quality software faster.  “It’s 
just easier and will cut out the middleman,” the architect said. 

“I’m 100% satisfied with the NowSecure mobile application 
security solution,” the appsec architect summed up. “If you 
need mobile-specific testing, just go with NowSecure.”

“I am 100% satisfied with the 
NowSecure mobile application security 
solution. If you need mobile-specific 
testing, just go with NowSecure.” 

 — Application Security Architect

http://www.nowsecure.com

